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INTEGRATED (ERP) AND

NON-INTEGRATED SYSTEMS

a) What is a System?

b) What is a Process?

¢) Concepts in Computerized
Accounting Systems

d) Technical Concepts
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Components of Information Systems

Hardware & software

Processing Data Storage Devices
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i 'Device Rl
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+ Read Only Memory
(Aw)

* Processor Registors

i  ii) Application Software

i Operating Systems Software

| Activities Performed By 0S

« Performing hardware functions
« User Interfaces
« Hardware Independence
Memory Management
« Task Management
Networking Capability
Logical Access Security
File Management

What Is
Operating System

Computer Network

Types oF Network

* Connection oriented
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m 2. Database

Data Resources

l

iv Output Devices l
Advantages of DBMS

Types of output

* Textual output

* Graphical outputs
* Tactile output

* Audio output

* Video output

Networking & Communication Systems

Benefits of
Computer Network

« Distributed nature of info
* Resource Sharing

« Computational Power
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* User Communication
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+ Faster Application

Disadvantages of DBMS
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o Security
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* Resilience
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1) Preventive Controls
2) Detective Controls
3) Corrective Controls

1) Fire Damage

2) Electrical
Exposures

3) Water bamage

4) Pollution bamage |
and others :

Classification of Information Systems Control J

Locks on Doors

a) Cipher locks
(Combination Door Locks)

b) Bolting Door Locks
¢) Electronic Door Locks

Nature of Information System Resources

ical Access C

ii) Physical Identiication
Medium

a) Personal Identification
Numbers (PIN)

b) Plastic Cards

¢) Identification Badges

Logging on Fac

a) Manual Logging
b) Electronic Logging

Technical Exposures

- Data Diddling

- Bomb

- Christmas Card

- Worm

- Rounding down

- Salami Technigues
- Trap Doors

Asynchronous Attacks

- Data Leakage

- Subversive Attacks
- Wire tapping
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Logical Access Violators

- Hackers
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- End Users
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Some of Logical Access Controls

1) User Access Management  3) Network Access Control &) Application & Monitoring
i) User Registration i) Policy on use of metwork | SYStem Access Control
ii) Privilege management  services 1) Information access

. . iii) User password ii) Enforced path restriction
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employee-employees Distribution Cart

Other means of Controlling Physical Access

b) Security Guards ¢) Controlled Visitor Access
e) Dead Man Doors

a) Video Cameras
6) Operating System Access Control

d) Bonded Personnel ) Non—exposure of Sensitive Facilities 1) Automated terminal identiication
ii) Terminal log-in procedures

iii) Access Token

V) Access Control List

v) Discretionary Access Control

Vi) User identiication & authentication
vii) Password management system
viii) Use of system utilities

ix) Duress alarm to safeguard users
x) Terminal time out

xi) Limitation of connection time

9) Computer Terminal Locks

J) Perimeter Fencing

2) user Responsibilities
i) Password use

ii) Unattended user
equipment

vi) Firewall
viii) Encryption
ix) Call Back Devices

5) Controls when Mobile

Audit Functions

1) Input Controls

d) Validation Controls
i) Field Interrogation
« Limit Check

« Picture Checks

« Valid Code Checks

« Check Digit

« rithmetic Checks

« Cross Checks

1) Top Management & 1) Boundary Controls
Information Systems

Management Controls

VII) Operations

V) Database Controls
Management Controls )

1l) Communication Controls IV) Processing Controls

VI) Output Controls

« Storage & Logging of sensitive,
critical forms

« Logging of output program
executions

- spooling | Queuing

« Controls over printing

« Report Distribution & Collection
Controls

« Retention Controls

1l) Systems Development
Management Controls
a) System Authorization
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b) User Specification
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a) Major Purposes of Access
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i) Identiication
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iii) Authorization

a) Source Document Controls

i) Processor Controls i) Major Update Controls

« Error Detection &
Correction

« Multiple Execution States

« Timing Controls
+ Component Replication
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iii) Virtual Memory Controls
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Program Library
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support

1) Use pre-numbered source

documents « Sequence Check between

« Transmission Media Transaction & Master Files

a) Planning

ii) Use source documents in

b) cryptography iii) P;riadically audit source

documents

Data Coding Controls

Personal Identiication i) Transcription Errors
Numbers (P « Addition errors

e) ldentiication Cards
£) Biometric Devices

ii) Transposition Errors

« Communication Lines
+ Modem
« Port Protection Devices
* Multiplexers &
Concentrators
ii) Line Error Control
« Error Detection

« Ensure All Records on Files
are processed

¢) Technical Design Activities
d) Internal luditor’s
Participation

b) organizing
« Process multiple transactions for a
single record in correct order

¢) Leading
e) Program Testing
f) User Test & Acceptance
Procedures
-
h) Capacity Planning &
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IV) Data Resource
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« Valid Sign
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« Envor Correction ii) Major Report Controls

iv) Data Processing Controls
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« Field Initialization
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« Truncation errors

« Substitution errors .
« Standing Data
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iii) File Interrogation

« Version Usage
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« Data File Security

« Before & after Image &
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 File Updating & Maintenance
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Need for Audit of
Information System

Information
Systems Auditing

&

Managerial controls and
their Audit Trails

* Top Management & Information
Systems Management Controls

* Programming Management
Controls

* System Development
Management Controls

* Data Resource Management
Controls

* Quality Assurance Management
Controls

* Security Management Controls

* Operations Management Controls
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| |
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1 * Implementing an
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Information Systems Auditing
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Auditing

Environmental
Controls

= Role of Auditor in

Auditing Physical
Security Controls

* Role of is Auditor in
Auditing Physical

Auditing Environmental . Access Controls

Controls

« Audit of :
Environmental Controls .

* Audit of Physical
Access Controls

Application Controls

& their Audit Trails

* Boundary Controls

* Input Controls

* Communication Controls
* Processing Controls

= Database Controls

* Output Controls

Organiz2ation Structure
and Responsibilities

Q Roles & Responsibilities
@ Job Titles and Job Descriptions

* General Operations

* Security Operations

* Service Desk

» Executive Management
* Software Development

* Data Management

* Network Management

* Systems Management
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|
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| .
|

|
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OVERVIEW OF
BANKING
SERVICES

@ Introduction

@ Overview of Core
Banking Systems
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COMPONENT AND
ARCHITECTURE
OF CBS

Technology Components
of CBS

CBS IT Environment

Functional Architecture
of ¢Bs

Internet Banking Process

E-Comwmerce Transaction
Processing

CBS RISKS,
SECURITY POLICY
AND CONTROLS

Risks Associated
with €BS

Security Policy

Internal Control
System in Bank

CBS
Core Business Processes
- Relevant Risks & Controls

APPLICABLE
REGULATORY
AND COMPLIANCE
REQUIREMENTS

® Impact of Technology
in Banking

® Money Laundering
@ Cyber Crimes

® Banking Regulation Acts
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